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CONG HOA XA HQI CHU NGHIA VIE,T NAM
D6c lip - Tu do - Hanh phric

rp. ui cni utnh, ngdy ll thdng 9 ndm 2024

THONG BAO MOI cnAo crA
H4ng mgc mua s6m: "Thu0 miy chri dim mAy 12 thdng tI6 tri5n khai phin m6m
FIDS Quiic nQi vi Quiic t5 ting QR-code vi c6c f'ng dUng nQi bQ cfra Cing hirng

khdng qu5c tii TAn Scrn Nh6t qua m6i trulng internet"

Cang hang kh6ng qudc t6 Tan Son NhAt - Chi nh6nh T6ng cdng ty Cang hang

kh6ng Vi€t Nam - CTCP t6 chirc moi chio giri rQng rdi h4ng mqc mua sim: "ThuC

m6y cht tl6m mAy 12 thring A6 tri6n khai phAn m6m FIDS QuiSc nQi vi Qu6c tii Uang

QR-code vd c6c fmg dlmg nQi bQ cria Cang hang kh6ng qur5c t6 Tdn Scvn NhAt qua mdi
truong internet".

De nghi c6c co quan, don vi quan tam nghi6n criu vir gui H6 so chio giri theo
: ,^

cac yeu cau sau oay:

1. YGu 
"Au 

ni h6 scr chiro gi6:

/ YAt cAu diii vr5,i hAng h6a:

STT
TGn, quy cich hing h6a, hiQu su6t nlng

luqng, dich vq
Dvt 56 lucrng

I THIIO DICH VU TAI NGTIYTN DAM
nrAv (cr-ouo RESOURCE cosT)

1

Mriy chi 6o Web
-vCPU:4
-RAM:8 GB
- SSD: 100 GB

B0 I

2

M6y chri 6o Web API
- vCPU: 4
-RAM:8 GB
- SSD: 50 GB

B6 1

J

Mriy cht 6o Database

- vCPU: 4
-RAM:8 GB
- SSD: 100 GB

B0 1

4

Tuirng lta io ho6 WAF (bno ve m6y cht img
dqng Web)
- vCPU: 2
-RAM:8 GB
- SSD: 50 GB

B6 1
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2. YOu ciu chAt luqng, ki thuit:
/ Ydu ciu thuAt chun

- M6y chi drlm miy dat tai Viet Nam

/ YOu ciu ki thuit chi ti6t:

5

Tulng hia do ho6 NGFW (bio v9 c{c miry
chri io)
-vCPU:4
- RAM: 8 GB
- SSDS: 100 GB

B6 1

II TEUE DIcHvu Dfui ndv rtu rnro
Global IP Addresscon cei 3

7 B0 J

8
PhAn m€m co s0 dt liQu Microsoft SQL
Standard

B6 1

9 B6 1

10
H6 di6u hanh Tuong lta rio ho6NGFW (b6o

ve cac mav chri 6o)
B0

II tIUTHUE SAo L
11 Dung luong 6 dia: 300 GB B6 I

t2 Ban quydn Veeam Agent B6 1

rt

i
'icl

,A

U U CHI TIETTINH NANG

Mdh6a d& liQu:
Ma h6a dt c6 dt li€u khrich hang trong khi luu git.
Kh6ng rd ri, kh6ng ddnh cip vd kh6ng xdm nhap vdo dft
li-eu cria khrich hdng trong sui5t qua trinh vfn hanh vd bio
tri.
TuAn tht:

hanh6cap
hinhuol ki'qu

dinh tat hAntuan

vlmematI Sec ducvl CDon ng pungung
th nauc o oH toan ann d ab tanbh4m vp

em mdrim au a a mu t h v4 v pp q
P

u n aeuceud

Ti6u chi vA an todn
bio mAt

- Dich vU DiQn to6n tl6m mdy duqc tQt d c6c Trung t6m
dt liQu c6 chimg nhan ISO 9001:2015
- C6 chimg 

"ha".A" 
todn b6o mft th6ng tin trCn h€ thi5ng

diQn torln drim m6y ISO 27017:2015

Chimg chi qu c t6:

T tam dft li6u c6 chfm nhdn Tier III

Ti6u chi c6c chimg chi
ve Pictr vu diOn todn
D6m mAy
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6 Dia chi IP c6ng
HQ dieu hinh Windows Server 2016 DC/
Window Server 2019 DC

H€ tti6u hanh Tuorg lta WAF (b6o vQ mriy
chri ime dune Web)

1

DTILEU (BACK UP)

tht
chinh thtc.

STT



H5.trg cta ho 4t.dQng 2417 .

Ki€n truc cii ti6n:
Trii5n khai tiSt niii nOi b0 Z 4OGbps v6i d0 sEn sd,ng cao.

Khi ndng backup/ du
phdng

NCn tang quan lj tfp trung, APIs, vi tinh chi phi sri dqng
Cam k6t 5L499.99%
Da Chi nhrinh tai TP He N6i vd TP H6 Chi Minh

NAn tang c6ng nghQ

do ho6

CPU

Dich vu m6y chir 6o dugc ph6t tri6n trdn n6n ting h4 t6ng
milh mE v6i phdn m6m 6o h6a hang dAu th6 gioi
VMware. T6rtcdm6y chri 6o c6p ph6t ddu dugc chuAn An
todn tin ISO 27017:2015

4 x vCPU x2.l}GHz
RAM 8GB
Disk
PhAn mdm he diAu
henh

Windows server 2019

I IP WAN

CPU

1

4 xvCPU x2.l)GHz
RAM 8GB
Disk 50 GB IOPS 4OOO

Ph6n m6m h€ di€u
hanh

Windows server 2019

IP WAN

CPU

I

4 x vCPU x2.10GHz
RAM 8GB
Disk
Phnn m€m hQ diAu
hanh

Windows server 2019

PhAnm6m CSDL

Thict kc

MSS L

Web Application Firewall (WAI), th6ng lugng
(Throughput) 200Mbps

Bio mQt web vd b6o
ve img. dgng kh6i c6c
cu6c tAn c6ng

Bio vQ zero-day ch6ng lai c6c khai th6c chua tlugc c6ng
b6
Common web attacks - OWASP Top l0: Xric thlrc
HTTP, ngdn ch{n ti€m, b6o vQ rd ri dt li6u vd ch{n tAn
c6ng tU dQng: drip img OWASP top 10

H5 trq nhieu phi6n ban Core Rule Set (CRS) vd dinh vi
tlia ly IP.

C6u hinh Tri0n khai theo ttmg u.rg dung d6 b6o vQ tuy chinh vir
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nang cao higu suAt irng dUng.

Logs vd PhAn tich

ThI

Phdn tich theo thoi gian thgc vd lich sri v6 c6c sg kign
hanh vi fm dun vd c6c miu t6n c6n

I
Thu thip nhat ky toan diQn voi phAn tich chi ti ve cac su

c6 bio b ch6n.

Virtual A liances VI{02V license

CPU 4 x vCPU
RAM 8xGB
Disk 1OO GB
IP WAN 1

Tinh ndng

Tulng lta sE c6 higu suAt r,ugt t 6i cho IPv4, IPv6, SCTP
vd lrru lugng Multicast voi d0 tr6 cuc th6p.

W_eb Security
H6 trq ch€ d0 ki€m tra loc web: Proxy-based, flow-based
vdDNS
Co ch5 loc web tg dQng voi co sd dft ligu phAn loai web
theo thcri gian thgc.
IPS Service
Hcrn 11,000 signatures vd c{p nhat voi nhd san xuat, ph6t
hiQn giao thirc bAt thudng, ngu6'ng bAt thuong, signature
tU dinh nghia.
Anti-Malware:
Ngdn ch[n IP Botret Server voi Co sd dt liQu IP
Reputation Loc virus th6ng qua c6c giao thirc vir dang file
sau:
- H5 trqHTTP, FTP,IMAP, POP3, SMTP, NNTP,
MAPI, CIFS Vd SSH
Automation:
Hd trg chric neng t.u dgng ho6: gr]*t t i vi6n lflp trinh sin
hdnh vi phan img khi c6 c6c qr c6 (incident/ event), vi du
c6ch ly host khi ph6t hi6n l6y nhiSm; Goi email, ci.nh b6o
d6n quan tri vi6n ho[c qu tlQng thgc hiQn CLI Script khi

I CPU sEp qu66il c6 thay d6i tr6n c6u hinh thi€t bi...
HO trq tinh ndng IPSec Aggregate tunnels:
- H6 trg cdn bing tii tr6n tung g6i tin (Per-packet) theo
cric thupt to6.n: IP Addresses, L4 information vd
(weiehted) round-robin.
VPN Gateway
- Ka5t n6i tnrc tiaip str dgng tutmg hia cho SSL vir IPsec
VPN.
- Drlm mAy k6t hqrp trang web voi trang web IPsec VPN
- VPN truy cdp tu xa

T

TI

dr

ll
ri
u

r
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SD-WAN:
Can beng tai WAN theo c6c thu{t todn dpa v}ro trgng s5
(weighted) sau: Volume, Session, Source-Destination IP,
Source IP vi spillover.
Kitim tra kiit n6i wAN theo SLAs:
- Ping ho4c HTTP
Chinh srich da iludng thdng minh duo. c dinh ngtria boi:
- Dia chi ngudn vdy'ho{c nh6m nguoi dtng

Application Control
Phrit hiQn hang ngan img dgng trong nhiAu danh mgc nhu:
Cloud IT, Collaboration, Email, Game, Mobile, Network
Service, P2P, Social Media, Video/Audio, VoIP, Web
Chat.
DOS
fhiiit bi c6 kh6 ndng chi5ng dn c6ng DOS co b6n v6i c6c

tinh ning: TCP Syn flood, TCPAJDP/SCTP port scan,

ICMP sweep, TCPruDP/SCTP/ICMP session flooding
(source/destination)

Tinh ndng lulng lua (firewall) lcp 04

Chia tii m6y chri (loadblance)

Tinh nEng dinh tuydn m4ng 6o (router)

Tinh n6ng chuytin ti6p m4ng (port forward)

fi5t n6i dft liQu truy6n tai gita c6c mdy chri (cloud zone),
tiic tlg l0Gbps

K6t ni5i lntemet, t6c d0 03 Mbps qu6c ti5 + 100Mbps
trong nu6c tren m5i IP WAN

Eudng truyAn dft liQu ti5c dq 100Mbps tlit ni5i tryc ti6p tu
khrich hang d6n Cloud

3OOGBUsed Size GB
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3. YGu ciu 
"6 

tri6n khai vd thanh todn:

- Thoi gian tri6n khai dich 4r: hong vdng 72 gid ki tu ngiy hq/p d6ng c6 hiQu lgc

- Thoi gian nang c6p tdi nguydn: (vCPU, RAM, SSD) cta hQ thting trong vdng 0l

ngdy lim viQc sau khi hqrp ddng c6 hiQu IUc.

- Dia ttii5m thUc hiQn dich vu: Cang hang kh6ng qu6c tti tan Son t'ttr6t.

- Gi6 chio: d6 ngbi chio giri hang h6a trgn g6i, dE bao g6m toan bQ chi phi, thuii

GTGT. D6ng tidn chdo gir! thanh torin: MrID.

- Thanh toan: Ed nghi chio giri chi ti6t phuong thric thanh torin. Di6u kiQn tam (mg

kh6ng ch6p nherr-> 20% gi6 tri hqp d6ng.

4. Thirnh phAn h6 so chio gi6: b6o giri do nhd cung c6p cnuan Ul phii bao g6m c6c

n6i dung sau:

- Dcrn chio hi.ngtheo M5u 0l;

- Bi6u gi6theo Milt024O2b;

- CdcnQi dung cAn thitit khric:

. Gi6y ph6p deng ky kinh doanh cdn hiQu lgc.

5. Thdi h4n hiQu lr;c cria hd so chio gid:

- HiQu trc hd so chdo giri: 45 ngdy kC tu ngdy I /2024.

- H6 so chdo giri phii tluqc W boi dai diQn c6 thAm quyen cs quan, don vi v?r

6

Retention Points
56 ban backup luu t6i da 7, bao g6m 1 ban backup full vd
6 ban backupincremental

Daily: backup hEng ngiy

License Veeam
Backup Agent with
Cloud Connect

Veeam Backup Agent with Cloud Connect x I

Tinh nlng Recovery

Centralize Portal for Backup
Giao diQn quan tri m6y 6o vA sao luu m6y iro duoc thgc
hiQn tr6n 1 portal

Standard VM Recovery
Kh6i phuc m6y Ao tu bin sao luu

Instant VM Recovery
Kh6i phuc m6y io ch4y t4rc tii5p tr6n hQ thi5ng backup

File-level Recovery
Kh6i phuc file trong h6 di€u hnnh

B02.QTo3/SGN-PTC Lan Uan hanh/ sta d6i: 01/00
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d6ng d6u. 56 luqng hO so chio gi6: 01 ban g6c vd 02 ban chgp.

Thoi han, tlla tli6m gfri hd so chio gi{:

Thoi han giri hd so chdo gi6: tru6c l0 gid 00 ngnylQ/ ltZOZq.

Phuong thric gui hd so: gur tr.uc tii5p/buu diQn theo tlia chi nhan hO so chdo giri.

Dia tli€m nhQn hd so chdo gi6:

o Dia chi: Phdng K6 ho4ch - DAu tu (P.119) - Vnn phdng Cang hang kh6ng

qur5c tif TAn Son Nh6t, Phudng 2, Quan Tdn Bi.rtr, Tp. HO Chi Minh.

Th6ng tin li6n hQ:

Cang hang kh6ng qutic t(i Tan Son l.thAt - Chi nh6nh T6ng c6ng ty Cang hang

khdng ViQtNam - CTCP.

Phdng Kii ho4ch - DAu tu (P.119)

Tel: 083.8485.383- Ext: 3255

Nguoi li6n h0: Ms Phuong Thiry.

YGu ciu a5i vrli nhir cung cip:

C6 d6ng ky doanh nghiQp/dang ky ho4t tlQng hqp ph6p.

Kh6ng dang tranh ch6p, khiiiu

hang kh6ng ViQt Nam-CTCP.

dgt quy6n lgi v6i T6ng c6ng ty C6,ng

D4i diQn hqp ph{p cria cht tIAu tu
rAuod

Af,rrg,ffgwgdr{
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B02.QTo3/SGN-PTC Lil ban hanlr/ sria tl6i: 01/00 7

ki6n- xunse*/'



Bi6u miu 802. O3/SGN-PTC

BIEU MAU

MAu sli 0t

DOI{ CHAO EANG

Ngdy: /Diin ngay, thing, nim b! don chao hangl

!r
T€n h4ng mlrc mua sim: 

- 

[Ghi t€n h4ng m4c mua sdm theo th6ng bdo moi

chio hingJ

Kinh gui: Cang hang kh6ng qu5c t6 tan SonNn6t

Sau khi nghidn oiu ban y6u cAu b6o gi6 vd vin ban sria a6i Uan yeu cAu b6o gi6

s6 

- 
[Ghi s6 cila vdn bdn sua ah 6du c6)] md chring t6i da nhan duoc, chring tOi,

- 
[Ghi ftn nhd cung ciip], cam k6t thuc hiQn h4ng mlrc mua sim 

- 
[Ghi tAn

hqng m4c mua sdmJ theo dring y6u cAu cria ban y€u cAu b6o giri voi t6ng s5 ti6n ld

- 
[Ghi gid tr! bdng sii, tdng chft vd ding tiin] cingv6i biliu gi6 kdm theo. Thdi

gian thgc hiQn hqp tl6ng In 

- 
[Ghi thoi gian thvc hi€n tdt cd cdc c6ng vi€c theo

yau ciu itn hqng m4c mua siml.

Chrurg t6i cam k6t:

1. Chi tham gia trong mQt b6o giri niry voi tu crich ld nhi cung c6p chinh.

2. Khdng dang trong qu6 trinh ei6i th6; kh6ng bi ttit luan dang lAm vdo tinh

tr4ng phri s6.n ho4c ng kh6ng c6 kh6 n[ng chi tra theo quy dtnh oia phrip luit.

3. Kh6ng vi phAm quy tlinh vA bio d6m canh tranh trong qu,i trinh chio hang.

4. Kh6ng vi ph4m c6c hdnh vi bi c6m trong khi tham dg h4ng mgc niy.

5. Kh6ng dang tranh ch6p, khitiu ki-€n, xrurg dQt quyAn lqi vdi T6ng c6ng ty
Cang hang kh6ng Viet Nam-CTCP.

N6u brio giri cua chtng t6i dugc ch6p nhin, chung t6i sE thgc hiQn cung c6p hang

h6a theo quy dinh cua ban y6u cAu b6o gi6.

B6o girl ndy c6 hiQu tgc trong thoi gian 

- 

ngiry, k6 tu ngdy 

- 
[Ghi ng6y,

thdng, ndm c6 thdi didm nQp h6 so chio giiJ.

D4i diQn hgp phip cria nhi ct ng cAp

[Ghi ftn, ch*c danh, lcy tAn vd d6ng dtiuJ

)
(

I
\',
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Miu s5 o2a

BANG TONG HOP GIA CHAo

Dqi difn hqp phdp cria nhi cung 
"6p

[ghi tAn, ch*c danh, fu tAn td d6ng diiu]

STT NQi dung Gi6 chio
1 Hine ho6 (M)
2 Dich vu li6n quan (r)

Tdng cQng gii chiro oo+G)

)
-.

\
)
s.t
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BANG GrA cHAo cta Rlxc uoa
trl6u sii Ozn

D4i diQn hqp phdp cria nhir 
"rrog 

c6p

[ghi ftn, chuc danh, lq, ftn vd d6ng driuJ

1 2 J 5 6 7

STT
Danh mgc hing

h6a
Don vi

tinh
Kh6i
luqng

Xu6t xri',
kf me

hiQu, nhin
m6c cta

sin phim

Don gi:i
(chua
vAT)

Thinh tidn
(chua VAT)

(CQt 4x6)

I Hdns hod th* I M1

2 Hdns hod tki 2 M2

l'l Hdng hod tht n Mn
vAT 10%
T6ng c6ng gi6 chiro cta hing hoi di bao g6m thu6, phi,
16 phi (n6u c6)

M=Ml+M2
+...+Mn
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